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ABSTRACT

The review examines static and dynamic analysis, binary-image representation, entropy
features, transfer learning, Siamese architecture, and commonly used evaluation metrics.
Findings from the reviewed studies suggest that few short learning (FSL) and Siamese
neural network (SNN) based approaches may offer potential benefits for ransomware
detection when labeled data are limited. However, variations in datasets, experimental
configurations, few-shot settings, and evaluation procedures prevent definitive
conclusions about their comparative superiority. This paper synthesizes existing
research and does not present new experiments or independent experimental validation.
The review identifies several research priorities, including clearly defined N-way/K-shot
settings, diverse datasets, evaluation on unseen ransomware families, standardized
evaluation procedures, and practical real-time assessment. Addressing these challenges
may support the development of more reliable and data-efficient ransomware detection
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INTRODUCTION

Diabetes mellitus is a chronic metabolic disorder
characterized by persistent hyperglycemia resulting from
impaired insulin secretion, insulin action, or both. The
condition disrupts the metabolism of carbohydrates, lipids,
and proteins and is associated with long-term complications
affecting the cardiovascular system, kidneys, nerves, and eyes
(Farzaei et al., 2017). Despite the availability of several
synthetic antidiabetic drugs, their use is often limited by
adverse effects, high cost, and reduced long-term efficacy.
Consequently, there is growing interest in the development of
safer, cost-effective therapeutic alternatives derived from
natural products. Medicinal plants have long served as
important sources of therapeutic agents due to their rich
diversity of bioactive phytochemicals.

MATERIALS AND METHODS

Ransomware is a type of malicious software that restricts
access to a victim's information or system and demands
payment for restoration. Its effects extend beyond the
immediate loss of access to files because attacks can interrupt
organizational activities, create recovery costs, and affect
critical services (Davidian et al., 2024; Kumar, 2023; Sharma
& Singh, 2023). The development of different ransomware
variants has made the detection problem increasingly
challenging (Sharma & Singh, 2023). Conventional security
mechanisms can identify previously known malicious
patterns, but their effectiveness may be reduced when a new
variant does not match an existing signature (Sharma &
Singh, 2023).

Artificial intelligence (Al), machine learning (ML), and deep
learning (DL) have therefore been increasingly investigated
for ransomware detection (Sharma & Singh, 2023). Machine
learning approaches learn patterns from data, while deep
learning uses multilayer neural networks to learn more
complex representations (Aggarwal, 2019; Ferdous et al.,
2024; Herbert, 2019). Research has investigated static
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features, dynamic behavior, network information, binary
representations, and combinations of these sources (Arabo et
al., 2020; Hampton et al., 2019; Khan et al., 2020; Sreelaja,
2021). However, deep learning methods are generally data
hungry and may require large, labelled datasets to learn robust
representations.

The limited availability of labelled ransomware samples
creates a particular problem for emerging variants. Obtaining,
executing, and labelling malicious software is difficult
because of security, legal, technical, and operational
considerations. Few-shot learning provides an alternative by
attempting to learn a useful decision function from a small
number of labelled examples (Ale et al., 2020; Duan et al.,
2021; Qiang et al., 2022; Snell et al., 2019; Zhu et al., 2022).
Siamese Neural Networks are especially relevant because
they learn similarity relationships between samples rather
than depending exclusively on a large number of examples
for each class.

Few-shot learning (FSL) is a machine learning paradigm
designed to learn new classes or recognize patterns from a
limited number of labeled examples. Rather than depending
exclusively on large collections of labeled samples, FSL
methods seek to develop transferable representations or
learning strategies that support recognition under limited-data
conditions. Meta-learning, metric-based learning, and
transfer learning are among the approaches associated with
this objective. In cybersecurity, these methods have been
investigated for malware classification and other security
tasks in which obtaining sufficient labeled examples can be
difficult or costly. Nevertheless, evidence from general
malware detection and intrusion detection should not
automatically be interpreted as proof of effectiveness against
ransomware specifically. Differences in threat characteristics,
input representations, datasets, and evaluation protocols
require ransomware-focused evidence to be examined
separately from findings obtained in broader cybersecurity
applications.
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Siamese Neural Networks (SNNs) are particularly relevant to
few-shot learning because they learn to compare pairs of input
samples through a shared-weight architecture. By mapping
samples into a feature space, these networks can estimate
their similarity and support classification or verification based
on learned representations. For ransomware detection, this
capability may provide a basis for comparing an unfamiliar
executable or its representation with known benign and
malicious samples, potentially reducing dependence on large
numbers of labeled examples for every ransomware family.
Possible input representations include executable-file
features, binary images, entropy-based features, and
behavioral characteristics. However, the effectiveness of an
SNN-based approach depends on factors such as the quality
of the learned representations, the selection of comparison
samples, the diversity of training data, and its ability to
generalize to previously unseen ransomware families.
Consequently, the suitability of these methods must be
assessed from empirical evidence rather than assumed from
their architectural design alone.

Although existing research has examined conventional
malware detection methods, ML and DL based classification,
and emerging data-efficient learning techniques, the literature
spans different threat categories, datasets, experimental
configurations, and evaluation measures. These differences
make it difficult to establish how well findings from general
malware classification, intrusion detection, and specific
ransomware investigations methods translate across
application settings. A focused synthesis is therefore needed
to examine the relationship between ransomware detection
and data efficient methods, particularly the potential role of
FSL and SNN architectures. Such a synthesis should consider
not only reported detection performance but also the
availability of labeled samples, the definition of few-shot
learning tasks, the treatment of unseen ransomware families,
dataset diversity, and the practical requirements of real-time
detection.

The aim of this paper is to review and synthesize existing
research on ransomware detection, with particular emphasis
on machine learning, deep learning, few-shot learning, and
Siamese Neural Networks under limited-labeled-data
conditions. Its distinctive contribution is a thematic
examination of how these approaches relate to data scarcity
in ransomware detection, bringing together relevant evidence
on detection techniques, learning strategies, datasets and
input representations, evaluation measures, and outstanding
research gaps. The review distinguishes ransomware-specific
findings from evidence drawn from broader malware
detection and intrusion-detection studies, highlighting where
conclusions are directly supported by ransomware research
and where further validation is required. It also identifies
methodological and evaluation challenges that need to be
addressed to establish the practical value of few-shot and
Siamese-based approaches. This paper adopts a narrative
review approach, synthesizes previously published research,
and does not report new experiments or independent
experimental validation.

Review Scope and Approach

This paper presents a narrative literature review of existing
research on ransomware detection and few-shot learning,
synthesizing relevant studies to examine current approaches,
challenges, research gaps, and emerging directions in the
field. The literature was organized around five themes:
ransomware detection techniques; machine learning and deep
learning; few-shot and meta-learning; Siamese Neural
Networks; and datasets and evaluation. Studies were
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considered according to their relevance to ransomware or
malware detection and their contribution to data-efficient or
automated detection. The review does not claim to be a
systematic literature review or a meta-analysis.

The reviewed literature includes research on ransomware
behavioral analysis, dynamic analysis, machine learning,
hybrid analysis, few-shot learning, malware classification,
Siamese Neural Networks, and ransomware datasets.
Attention is given to studies that address limited samples,
unknown malware, and the detection of emerging
ransomware variants (Ale et al., 2020; Duan et al., 2021,
Qiang et al., 2022; Snell et al., 2019; Tang et al., 2020; Tran
etal., 2019; Zhu et al., 2022).

Review Approach

This paper adopts a narrative literature review approach to
examine existing research on ransomware detection and few-
shot learning, with particular emphasis on ML, DL, and
SNNs. The review synthesizes relevant literature to describe
current detection approaches, identify methodological
challenges, examine research gaps, and highlight directions
for future investigation. Rather than following a formal
systematic review protocol or conducting a meta-analysis, the
review uses a thematic approach to organize and interpret
published research according to its relevance to data-efficient
ransomware and malware detection.

The literature was organized around five themes: (i)
ransomware detection techniques, (ii) machine learning and
deep learning, (iii) few-shot and meta-learning, (iv) Siamese
Neural Networks, and (v) datasets, representations, and
evaluation. These themes provided a consistent framework
for examining the reviewed studies and comparing their
contributions, limitations, and relevance to ransomware
detection under limited-labeled-data conditions.

Literature Search Strategy
Relevant literature was identified through searches of
scholarly databases and research platforms, including IEEE
Xplore, Scopus, ScienceDirect, SpringerLink, and Google
Scholar. The search covered publications from 2019 to 2026.
Relevant references cited in identified publications were also
considered when they provided additional information on
ransomware detection, few-shot learning, or related machine
learning approaches.
The search used combinations of keywords and related
expressions, including:
i.  “ransomware
classification”

detection” and “ransomware
“machine learning” and “deep learning” for ransomware

detection
“few-shot learning” and “meta-learning”

IvV. “Siamese Neural Network” and “metric learning”

V. “malware detection” and “unknown malware detection”

Vi. “behavioral analysis,” “dynamic analysis,” and “hybrid
analysis”

Vii. “ransomware datasets,” “binary image representation,”

and “entropy-based detection”
The search terms were combined in different ways to identify
research addressing both ransomware-specific detection and
broader malware detection techniques relevant to data-
efficient learning. For example, combinations such as
“ransomware detection” AND “few-shot learning” and
“malware classification” AND “Siamese Neural Network”
were used where appropriate. Because the review is narrative
rather than systematic, these searches were intended to
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identify relevant and informative studies, not to establish an
exhaustive collection of every publication on the subject.
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Figure 1: Literature Search Strategy

Study Selection Criteria

Studies were considered for inclusion based on their

relevance to the review objectives, their technical

contributions, and their discussion of detection under limited-

data conditions. Attention was given to peer-reviewed journal

articles, conference papers, and foundational publications that

explain established or emerging methods.

Studies were considered relevant when they addressed one or

more of the following:

i. Ransomware detection, classification,
analysis, or dynamic analysis.

ii. Machine learning or deep learning methods for

ransomware or malware detection.

Few-shot learning, meta-learning, or other approaches

designed to learn from limited labeled samples.

behavioral

iv. Siamese Neural Networks and metric-learning
architectures for classification or similarity-based
detection.

v. Malware datasets, feature representations, evaluation

measures, and generalization to previously unseen

malware.
Studies focusing on general malware detection or intrusion
detection were included when their methods or findings
provided useful context for data-efficient cybersecurity
applications. However, findings from these broader security
domains were distinguished from direct evidence concerning
ransomware detection.
Studies were given lower priority or excluded from the
synthesis when they lacked sufficient methodological
information, were not relevant to the review objectives,
duplicated information already considered from the same
study, or did not provide a meaningful technical contribution.
These considerations guided the selection of literature
without implying that a formal systematic screening
procedure was conducted.

Study Appraisal and Evidence Synthesis

The selected studies were examined qualitatively according
to their objectives, detection techniques, learning
architecture, datasets, input representations, evaluation
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2019 - 2026
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-»> and abstracts for -> for eligibility -> for additional relevant
relevance studies

measures, and reported limitations. Attention was given to
whether a study evaluated ransomware specifically or
addressed malware detection more generally, whether its
approach required large labeled datasets, and whether it
considered previously unseen malware samples or
ransomware families.

Where reported, the evaluation measures and experimental
settings were examined to understand the context of the
findings. However, differences in datasets, class distributions,
few-shot task definitions, training configurations, and
evaluation protocols limited direct comparisons between
studies. Reported performance metrics were therefore
interpreted in relation to each study's experimental setting
rather than treated as directly comparable evidence of overall
superiority.

The review did not apply a formal numerical quality-scoring
system or calculate pooled performance estimates. Instead,
the strength and relevance of the evidence were considered
qualitatively, considering the clarity of the methodological
description, the suitability of the dataset, the relevance of the
evaluation procedure, and the extent to which the reported
findings supported the study's conclusions. Caution was
applied when interpreting findings from general malware or
intrusion-detection research as evidence for ransomware-
specific applications.

Thematic Organization

Following the identification and qualitative examination of

relevant literature, the findings were synthesized into five

themes:

i. Ransomware detection techniques: Signature-based,
static, dynamic, behavioral, and hybrid detection
approaches.

ii. Machine learning and deep learning: Learning-based

classification methods and their dependence on

representative training data.

Few-shot and meta-learning: Approaches intended to

support learning when only a small number of labeled

examples are available.
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iv. Siamese Neural Networks: Similarity-based learning
architectures and their potential relevance to detecting
previously unseen malware.

Datasets and evaluation: Dataset characteristics, input

representations,  evaluation  measures, generalization

limitations, and outstanding research gaps.

RESULTS AND DISCUSSION

Signature-Based and Static Detection

Signature-based detection identifies malicious files by
comparing their characteristics with previously known
signatures (Tran et al., 2019). It is useful for known threats
but may have difficulty identifying variants that have not
previously been analyzed. Static analysis examines a sample
without executing it and may use features such as byte
sequences, executable structures, imported functions, strings,
and entropy. Static approaches are attractive because they can
avoid the risks and computational cost associated with
executing malicious code.

Sreelaja  (2021) investigated signature matching for
ransomware filtering, while other studies have used binary or
image representations for malware classification. Binary-to-
image conversion allows conventional image-processing and
convolutional architectures to be applied to malware data.
However, visual representations may not capture every
characteristic of ransomware behavior and can be sensitive to
how binary information is transformed.

Dynamic and Behavioral Detection

Dynamic analysis observes a program during execution and
can capture system calls, file operations, process behavior,
registry modifications, and network activities. The research
(Hampton et al., 2019) examined ransomware behavioral
analysis on Windows platforms, while (Hwang et al., 2020)
investigated two-stage ransomware detection using dynamic
analysis and machine learning. The author in (Arabo et al.,
2020) also considered process behavior for ransomware
detection.

Dynamic analysis can provide information that is difficult to
obtain from a static representation. However, it requires
execution of the sample and may therefore introduce
scalability and security challenges. Malware can also use anti-
analysis techniques that reduce the amount of useful behavior
observed in a sandbox. These limitations have motivated
researchers to investigate combinations of static and dynamic
information (Mercaldo, 2021).

Early and Zero-Day Ransomware Detection

Early detection attempts to identify ransomware before
extensive encryption or other damaging activities occur. The
study by (Mercaldo, 2021) investigated pre-encryption
detection of crypto-ransomware, while the author (Zuhair &
Selamat, 2020) proposed a multi-tier streaming analytics
model for 0-day ransomware detection. Other approaches
have investigated machine learning and deep learning
methods for detecting unknown or previously unseen
ransomware (U. Z oora, M. Rajarajan, 2022), (Shashikant et
al., 2021).

The challenge of zero-day detection is closely related to the
limited-data problem. A new ransomware family may not
have sufficient labelled samples for conventional supervised
training. Consequently, methods capable of learning from
small samples or transferring knowledge from related classes
are important research directions.
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Machine Learning and Deep Learning for Ransomware
Detection

Machine learning can be divided into supervised,
unsupervised, and semi-supervised learning. Supervised
learning uses labelled examples to learn a classification
function. Unsupervised learning attempts to discover patterns
without predefined labels, while semi-supervised learning
combines labelled and unlabeled data. These approaches have
been applied to malware and ransomware detection (Neal,
2007; Sutton & Barto, 2012).

Random forest, anomaly detection, clustering, finite-state
modelling, and other machine learning methods have been
investigated. The study (Khammas, 2020) for example,
examined ransomware detection using random forest, while
(Ramesh & Menen, 2020) investigated an automated dynamic
approach based on a finite-state machine. The study in (Khan
et al., 2020) proposed a digital DNA sequencing engine for
ransomware detection using machine learning.

Deep learning extends machine learning through multilayer
neural network architectures. CNNs have been applied to
malware images and other representations because they can
learn spatial and hierarchical patterns (Krizhevsky et al.,
2012; Liu & Deng, 2015). The study (Catak et al., 2021)
investigated data augmentation for malware detection using
CNNs, while other studies have examined transfer learning
and deeper CNN architectures. Deep learning can reduce the
need for manually engineered features, but its performance is
commonly associated with the quantity and diversity of
training data.

Transfer learning attempts to address data limitations by
adapting a model that has already learned useful
representations from another dataset. Architectures such as
VGG, AlexNet, ResNet, and Inception have been used in
image and malware classification research (He & Xiangyu,
2022; Krizhevsky et al., 2012; Liu & Deng, 2015; Szegedy et
al., 2014). Nevertheless, the effectiveness of transfer learning
depends on the similarity between the source and target
domains.

Few-Shot Learning and Meta-Learning

Few-shot learning is a learning setting in which a model is
required to make reliable predictions from a small number of
labelled examples. Instead of assuming that a large training
set is available for every class, FSL attempts to learn
representations or decision functions that can be adapted to
new classes using limited samples. The study in (Duan et al.,
2021) reviewed few-shot learning for intrusion detection,
while the study (Song et al., 2022) discussed the evolution,
applications, challenges, and opportunities of few-shot
learning.

Meta-learning is closely associated with few-shot learning. A
meta-learning system learns information across multiple tasks
so that it can adapt to a new task using only a small number
of examples. In cybersecurity, this property can be useful
when new attack types appear and only a limited amount of
labelled data is available (Yang et al., 2023) (Mohammadi et
al., 2020).

Prototypical Networks provide one example of metric-based
few-shot learning (Snell et al., 2019). The approach
represents examples in an embedding space and uses class
prototypes for classification. Similar ideas are applicable to
malware and ransomware because samples can be represented
in a feature space where similarity and dissimilarity are
learned rather than relying only on conventional class-
specific classifiers.

Ale et al., (2020) investigated few-shot learning for Android
malware classification, while (Tran et al., 2019) investigated
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image-based unknown malware classification with few-shot
learning models. The author (Qiang et al., 2022) examined
incremental malware classification using few-shot learning.
These studies indicate that limited-data learning is relevant to
malware detection beyond ransomware alone.

Siamese Neural Networks for Ransomware Detection

A Siamese Neural Network contains branches that share
parameters and process two or more inputs to learn a
similarity relationship. Instead of directly learning a
conventional class boundary, the network learns whether
input samples are similar or different. This property makes
SNNs suitable for few-shot settings because a new sample can
be compared with a small number of reference samples.

Zhu et al., (2022) proposed a few-shot meta-learning based
Siamese Neural Network using entropy features for
ransomware classification. Their approach used entropy
information obtained from ransomware binaries together with
image-based information and a pre-trained network. The
study evaluated ransomware classification using 1,046
samples across 11 classes and reported a weighted F1-score
above 86% (Zhu et al., 2022).

The use of entropy features is relevant because entropy can
capture statistical characteristics of binary regions. Such
characteristics may contain information associated with
packed, encrypted, or otherwise transformed malware
content. Combining entropy with learned image features can
therefore provide a representation that differs from using
visual information alone.

Ahmad Bello et al., (2026) investigate a non-hybrid Siamese
Neural Network for ransomware detection under limited-data
conditions. Its motivation is to determine whether strong
detection performance can be obtained without combining
AlexNet and VGG architecture. The experimental work used
the RanSAP dataset and evaluated accuracy, precision, recall,
F1-score, and AUC. The reported results were 98.33%
accuracy, 97.52% precision, 99.16% recall, 98.33% F1-score,
and 99.03% AUC.

Dauda et al., (2024) also investigated ransomware detection
using a Siamese neural network, reporting 97.67% accuracy,
95.71% precision, 100% recall, 97.31% F1-score, and 100%
AUC. Although these results demonstrate the potential of
similarity-based learning, the evaluation remains dependent
on the dataset and experimental setup, and the extent to which
the model generalizes to unseen ransomware samples requires
further investigation.

Datasets and Data Representation

Dataset selection is a major factor in ransomware detection
research. A model can only learn patterns that are represented
in its training data. Public malware repositories provide
access to malicious samples, but researchers must still address
sample diversity, labelling quality, duplication, family
distribution, and safe handling.

Table 1: Literature Review Table

Usman et al.,
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RanSAP is particularly relevant to the reviewed research. The
author (Hirano et al., 2022) introduced RanSAP as an open
dataset of ransomware storage access patterns for training
machine learning models. The source dissertation uses the
Ransap dataset after conversion into grayscale images. This
representation permits a Siamese CNN-based model to learn
similarity between samples.

Other studies use executable bytes, entropy, API calls,
process behaviour, network characteristics, or combinations
of these representations. Each representation captures a
different aspect of ransomware. Consequently, the choice of
representation should be related to the intended detection
objective and evaluation environment.

Dataset imbalance and data leakage are additional concerns.
If related samples from the same ransomware family appear
in both training and test sets, the measured performance may
overestimate generalization. Studies should therefore clearly
report their splitting strategy and, where possible, evaluate
performance on families or variants that are not represented
in the training set.

Evaluation Measures

Accuracy, precision, recall, Fl-score, and AUC are
commonly used to evaluate ransomware classification.
Accuracy measures the proportion of correctly classified
observations as shown in equation 8.1. Precision measures the
proportion of predicted ransomware samples that are
ransomware as shown in equation 8.2. Recall measures the
proportion of actual ransomware samples that are correctly
detected as shown in equation 8.3. Fl-score provides a
combined measure of precision and recall as shown in
equation, while AUC describes classification separability

across decision thresholds.
TP+TN

Accuracy = ——— 1)
TP+FP+TN+FN
Precision = )
TPTP+FP
Recall = 3
TP+FN

F1— Score = 2x Recallerec%'Sf'on (4)

Recall+ Precision
No single metric provides a complete description of a
ransomware detector. High accuracy can be misleading when
classes are imbalanced. Recall is particularly relevant because
a false negative can allow ransomware to remain undetected.
Precision is also important because excessive false positives
can interfere with legitimate activities. Confusion matrices
provide additional information by showing true positives, true
negatives, false positives, and false negatives.
Computational performance should also be considered. A
model that achieves strong classification performance but
requires excessive processing resources may be difficult to
deploy in resource-constrained environments. Therefore,
execution time, model complexity, hardware requirements,
and memory consumption can provide useful complementary
information.

Performance metric

Study Approach Eesearch Dataset / samples N—V\_/ay/K-shot and evaluation Limitation/Issue
ocus setting protocol

(Hampton  Behavioral ~Windows 14 ransomware  Traditional Contingency Dynamic

et al., analysis ransomw  families + benign dynamic APl tables, Chi-Square analysis

2019) are apps (>36M APl frequency test, APl call requires
behavior  calls across 30 runs)  analysis frequency execution

distributions

(Arabo et Process Ransomw 7 ransomware, 34 Rule- Precision, Recall, Behavior-

al., 2020)  behavior are malware, 41 benign based/supervis  False Positive Rate  dependent
detection  samples (FPR), Latency observations
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ed process
metrics
(Khan et Machine Digital Real-world Supervised Accuracy, Feature/data
al., 2020)  learning DNA ransomware & classification Precision, Recall, dependence
represent  goodware samples with Active  F1-Score,
ation (VirusTotal/Malwar  Learning Execution time
eDB)
(Hwang et Dynamic + Two- Windows Two-stage Accuracy (97.3%), Requires
al., 2020) ML stage ransomware & Markov + FPR (4.8%), FNR dynamic
detection  normal software APl Random Forest (1.5%) via cross- analysis
call sequences model validation
(Mercaldo  Hybrid Detection  Static PE features + Hybrid Detection Higher system
, 2021) analysis and Dynamic API trace static/dynamic  Accuracy, False complexity
preventio  logs classifier Positive Rate,
n Mitigation
Response Time
(Duan et Few-shot Intrusion  CIC-IDS2017 & 5-way 1-shot / Accuracy, F1- Broad IDS
al.,, 2021)  learning detection  CSE-CIC-IDS2018  5-way 5-shot score,  Precision, scope
datasets Recall under few-
shot support sets
(Srell et Prototypica Few-shot  Omniglot & 5-way 1-shot / Classification Requires
al.,, 2019)  Inetworks  classificat minilmageNet 5-way 5-shot /  Accuracy on suitable
ion benchmark datasets ~ 20-way 1-shot  unseen query sets embeddings
across episodes
(Aleetal., Few-shot Android Android APK static 5-way 1-shot / Accuracy, F1-score Different
2020) learning malware  opcode / APl 5-way 5-shot across  few-shot malware
permission features Android malware domain
families
(zhu et FSL + Ransomw Ransomware 5-way 1-shot / Weighted Fl-score Limited
al.,, 2022) SNN are entropy graphs from 5-way 5-shot (>86%), Precision, ransomware
classificat PE binaries (Meta-learning  Recall, Accuracy samples
ion episodic setup)
(Qiang et Few-shot Incremen  Standard malware 5-way 1-shot / Accuracy, Malware rather
al., 2022)  learning tal benchmarks  (e.g., 10-way 5-shot  Incremental than
malware BIG 2015 Learning  Recall ransomware
classificat  VirusShare) across novel only
ion malware classes
(Hirano et RanSAP Ransomw RanSAP: 7 primary Not reported Feature importance  Dataset scope
al., 2022)  dataset are access ransomware analysis, Storage and
patterns families, 21 variants, I/0 classification  representation
5 benign apps accuracy
(Dauda et Siamese Ransomw  Public image- 2-way 1-shot / Accuracy, F1-  Experimental
al.,, 2024)  network are converted 2-way 5-shot Score, AUC-ROC setting
detection  ransomware binary (Pairwise under Siamese  dependent
dataset (130 distance metric learning
samples) comparison)

Research Gaps and Future Directions

The reviewed literature identifies several research gaps. First,
many ransomware and malware detection methods depend on
relatively large, labelled datasets. This can limit their
usefulness for newly emerging variants for which only a few
labelled samples are available. Few-shot learning addresses
this problem conceptually, but more experiments are needed
under clearly defined and reproducible few-shot settings.
Second, studies differ in how they define limited data. Future
work should explicitly report N-way/K-shot configurations,
support and query sets, pair construction, episodic training
procedures, and the number of examples used for each class.
Without these details, it is difficult to compare different few-
shot models fairly.

Third, evaluation of unseen ransomware families remains
important. A model may perform strongly when training and
testing samples come from closely related distributions, but
this does not necessarily demonstrate its ability to detect a
new family. Future studies should therefore include family-

level separation or other protocols designed to measure
generalization.

Fourth, datasets should become larger and more diverse while
preserving the limited-data objective. Ransomware families,
goodware categories, collection sources, and time periods
should be represented carefully. RanSAP provides a useful
dataset for storage access patterns (Hirano et al., 2022) but
broader evaluation can strengthen the evidence.

Finally, practical deployment requires consideration of
detection speed, computational cost, continuously changing
ransomware behavior, and real-world data. Future research
should evaluate few-shot ransomware detection in
operational environments and investigate whether models can
adapt when new variants appear.

CONCLUSION

Ransomware remains a significant cybersecurity problem,
and automated detection continues to require methods that
can identify malicious samples efficiently. ML and DL have
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provided important improvements in automated detection,
but their dependence on large, labelled datasets remains a
challenge. Learning a few-shots provides a data-efficient
alternative by enabling models to learn from a limited number
of examples.

Siamese Neural Networks are particularly relevant because
they learn similarity relationships and can compare new
samples with a small set of reference examples. Existing
research has demonstrated the potential of few-shot and
Siamese approaches for malware and ransomware detection.
However, differences in datasets, representations, few-shot
configurations, and evaluation procedures limit direct
comparison between studies. Future research should therefore
emphasize standardized few-shot experiments, diverse
datasets, and evaluation on unseen ransomware families,
computational efficiency, and real-world validation. These
directions can strengthen the evidence for data-efficient
ransomware detection and support the development of models
capable of adapting to emerging threats.
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